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1. SSTAR SYSTEM TOOL

1.1. Sstar System tool iR

WA RN G35 17 SigmaStar 0 &5 174, WZ0{# H Debug Tool fifi 4 T H A1 Sstar System Tool {4
T.H. Debug Tool fififf T K, w1 Fw,

W SEEEREUN R https://item.taobao.com/item.htm?id=15437784110

TX RXHEINTVSE | [R{REREE RIS

| 74HC125 , =74890] , SUEEmRE

SCL, 2->RXSDA, 3->GND

) (g T g

2.0, 2,54, 1L.25=F¥&EC , WNSE

& 1
i USB ZEK: 2% 2 PC Hl, Z%IE3h {debug tool driver for win7)

FT9F Securt CRT T H . HAiE & 0 H A 77 5
1. 3t uboot, 4 debug , @{Enter ##, SCPIH H%&u; REED , WK 2 fis:

Security Level: Open -1- 11/13/2019
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Sigmastar #
Sigmastar #
Sigmastar #
SigmasStar #

debug mode on, cmdline is disabled

Sigmastar # |}

& 2

2. AR, AN 11111 (54D, 580, KREHO%u REZD , W FNE 3 fik:
setHwcursrPhyAddr hwcursor phyaddr has been set!
[GOP]HalGopUpdateGwinParam 716: GOP_1d=011 not support
[GOP]HalGopSetArgbl555ATpha 1201: GOPId=0x11 not support
[GOP]HalGopSetArgbl555ATpha 1201: GOPId=0x11 not support
MI_Moduledev_RegisterDev Enter

gGfxDevHd]l = c10b6000.

fb0: Mstar frame buffer device
[1]1+ Done busybox telnetd

111
in/sh: 111: not found
1111

i ik 11: not found
11111

/

T,
H O % O W 3

e e T B e T

Security Level: Open -2- 11/13/2019
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EFIF R 4 S, #hil A iR chip Jinterface/Slave addr , &8 N 4 Fon, X5 mdidgd,
HILE 5 Fim

7 SigmaStar System Tool v5.0.0.4

File Edit View Configuration Debug Help

% Chipll MSD 2x10 Series vl Interfac Debug Board | ggogoggoB w SIﬂveAddr.I h ® Q

=Lz

Security Level: Open -3- 11/13/2019
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W5 St T, %% bank, YEHI{E 1002-1016 [X[A], 1E#E MIU, $X)5 mili Read Bank, 7 fEIE W 325
¥E, WF7R Sstar tool AL 7 I IEH .

7 SigmaStar System Tool v5.0.0.4 — d ey
File Edit View Configuration Debug Help

%Jr”% Chip | MSD 2x10 Series w | Interface |12C ~ | Debug Board | ggggggggb w» | Slave Addr. | 0xB2 -~ | more ® <>
£ >

Sigmastar Controller

Read Bank WD Bark MCL 32) HK FRC OMD Address Value ~
RKOATA Barnk [MCU32)

Color

|00 | | ox[s00F |
Bank (22 (Dec) 32753
0230 I 10021016 | 107~1028 | 102C~1030 [
(O MENULOAD (O USB ODSCRI‘-‘IE ?;Edr:a oS 7 e a
Show DevicelD || (O VD_MHEGS () ISP (OPM_SLP  (JVD_MCU 5 e Tevs Y2
el Uit (O ooe OBDMA  (ODMHEGS (O MVOP [
) 8 it () POR_STATU () RVD (Cmcu () TSPO 3302905 2Mop 255, 235,210 19,17
@ 16 bit Mz (O CLK_GEN () MVD (TSP
Clear
00/08 01/08 |E|-ZIDA |uarua |u4ruc 05/0D 06/ 0E 07/ OF
00 00 0243 0054 1570 2000 2076 ETES 4095
08 1F14 4004 8020 000 0000 0000 0000 8008
10 TFFF 0000 0000 0000 0080 0000 3021 1770
18 1918 822E 1312 1F11 0807 0o0c D01A 0050
20 2015 2008 0400 0000 FFFF 3210 7654 BASE
28 FEDC FFFF 0000 0000 0000 0000 0000 0040
30 2015 2008 0400 0000 FFFF 3210 7654 BASE
38 FEDC FFFF 0000 0000 0000 0000 0000 0040
40 3015 2008 0400 0000 FFFF 3210 7654 BASE
43 FEDC FFFF 0000 0000 0000 FFFF 0000 0040
50 2015 2008 0400 0000 FFFE 3210 7654 BASE hd
& 5
Security Level: Open -4 - 11/13/2019
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Wil 6 firz: Bank1012 fl#%3idl 1B 16bit {2 Ox1F11
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7 SigmaStar System Tool v5.0.0.4 — d ey
File Edit View Configuration Debug Help
%Jr”% Chip | MSD 2x10 Series w | Interface |12C ~ | Debug Board | ggggggggb w» | Slave Addr. | 0xB2 -~ | more @ <>
< >
Sigmastar Controller
Read Bank WD Bank [MCU 32) HK. FRLC DD Address Value 0
RKOATA Col Bark (MCU32) =
- 36 | | ox [P =
Ban
(Dec) 7953
023D 107~1028 | 10201030 [ [
Bit Edit
() MENULOAD () USB ()DSCRME (@ MU 139 75 a1
Show DevicelD | | () VD_MHEGS () ISP OPFM_SLP  (OVD_MCU e e Tevs ety
Addr Urit ODDC OEDI‘:‘IA OI‘:‘IHEGS Omvgp CICICIE 1 OO0 OO0
O 8 kit () POR_STATU (O) RVD ymcu (TSRO sa 37 sE 3% 34 49 47
@® 16 kil () Mz (O CLK_GEN () MWD () TSP e
Clear
00/08 |u1r09 |uzruA |nﬁm3 |u4ruc 05/0D 06/ 0E 07/ OF
00 300F 0243 0054 1570 200D 2078 ETED 4095
08 1F14 4004 8020 Co0o 0000 0000 0000 8008
10 TFFF 0000 0000 0000 0080 0000 8021 1770
18 1918 022€ 1312 MEDT oooc D014 0050
20 8015 2008 0400 FFF 3210 7654 BAGE
28 FEDC FFFF 0000 0000 0000 0000 0000 0040
30 8015 2008 0400 0000 FFFF 3210 7654 BAGE
38 FEDC FFFF 0000 0000 0000 0000 0000 0040
40 8015 2008 0400 0000 FFFF 3210 7654 BAGE
43 FEDC FFFF 0000 0000 0000 FFFF 0000 0040
50 8015 2008 0400 0000 FFFF 3210 7554 BAGE h
& 6
Security Level: Open -5- 11/13/2019
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WK 7 firos: Bl Bank1012 fm# ik 36 8bit (1 & Ox1F
8bit 4 sk 16bit & 36/2=1B (16 i)

SigmaStar T E/f& i

A% Hbdik 35 8bit {2 0x11

7 SigmaStar System Tool v5.0.0.4 - O *
File Edit View Configuration Debug Help
BF@| chip MSD2x10Series v Interface |2C ~ | Debug Board | gggggaggB « | SlaveAddr. 0xBZ | more @ Q
£ >
SigmaStar Controller
Read Bank WD Bark (MCU 32) HE FRC DD Address Value ] ~
Bark [MCU32) =
38 | ox [1F11 =
(Dec) 7Y53
1M7~1028 | 10201030 [ 1
Bit Edit
(O MENULOAD (D) USB ()DSCRMB @MU 9. 75 A
Show DevicelD ||| (O VD_MHEGS (O IsP (OPWM_SLP  (OVD_MCU LR Tty T Ere T2ty
Addr Urit Cooe OBoMa  OMHEGS (O MVOP IO OO0 OO0
@ 8 bit () POR_STATU () RVD (Cimcu () TSPO . 78 2735 23 __H__ 19,17
16 bit (O Mz () CLK_GEN (O MvD (TSP . —
Clear
00 |02 |0 |os |os DA oc 0E
00 800F 0243 0054 1570 200D 2076 E7ES 4096
10 1F14 4004 3020 o0 0000 0000 0000 8003
20 TFFF 0000 0000 0000 0080 0000 8021 1770
30 1918 022E 1312 JiF11 0B07 opoc DD1A 0050
40 8015 2008 0400 0000 FFFF 3210 7654 BASE
50 FEDC FFFF 0000 0000 0000 0000 0000 0040
60 8015 2008 0400 0000 FFFF 3210 7654 BASE
70 FEDC FFFF 0000 0000 0000 0000 0000 0040
80 8015 2008 0400 0000 FFFF 3210 7654 BASE
90 FEDC FFFF 0000 0000 0000 FFFF 0000 0040
Al 8015 2008 0400 0000 FFFF 3210 7654 BASE v
& 7
Security Level: Open -6- 11/13/2019
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2. SSTAR FLASH TOOL

2.1. Sstar Flash Tool i #
2. 1.1 PR e 2
2.1.1.1. Debug tool #EHEOTE
Ik T B % T SigmaStar it 4 1) uboot kg% L%t - Sstar tool %547 221 il .

TX RXHEINTVSE | [F{EEREERIMEER

74HC125 , =354507] , UEERE

SCL, 2->RXSDA , 3->GND , 4->NC

oy g I ety >4

2.0, 2,54, 1.25=F¥&EC , WNSE

E 8
2.1.1.2. BHEEER
T AR Debug Tool
PIN1 NC PIN1 NC
PIN2 GND « » PIN2 GND
PIN3 RX PIN3 RX
PIN4 TX » PIN4ATX
SigmaStar & Fr i FAR T & NC GND RX TX
Security Level: Open -7- 11/13/2019
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2.1.1.3. SPI-NOR Flash 5% /7 %8%

EH TS, 80 uboot C&HIA FELIEIEIL uboot ALK A -
SPT Norflash B3 of fset W N
ANFLE Frfesk bbb vl REAN—4E, TR E SRR TR,

name offset path
IPL.bin 0x0000 project\image\output\i-mages\IPL.bin
IPL_CUST.bin 0x10000 project\image\output\images\IPL_CUST.bin
MXP_SF.bin 0x20000 project\image\output\images\MXP_SF.bin
u-boot.xz.img.bin 0x30000 project\image\output\images\u-boot.xz.img.bin

* 2-1
Step 1:ffiH debug tool LM T, FRMIH OZus, 4447 Flash Tool T.H, #R¥ LH.
Step 2:3%#¢ “SP1” tab, MAii “More” FFHiEFZEEN “SPINOR”

Security Level: Open

000E13h: 0x08 -» 0x00
Device Type is M=26L12845E

Partial Erase Setup

[] Base shift at
[] Chip Reset After Finish
SpiFlash_x

WP Pin 8 CS Pin: Default

Elapsed Time:

Flazh_0 Flazh_1

12C: (92, B2), USB 402KHz 00000000034F

. MStar ISP Utility V5.0.3.23091b (beta, XTX/Paragon) --- [Device Type is MX25L12845E] [m] x
4
t
T i 2 s % BHE e
ebhC MNAND SPI Durnp Eraze SPl Tool Device Canfig More »» Connect | Diz Con
E? ]_magei |U.\wUrksuacss\alkld_relsase_lS\alKld_l5\prD|ecl\lmaga\uutpul\\mages\lF'L.bln v‘
Checksum - DxA34D Hex files File Status
1 Run Unused Bytes: Start Addr. : | 0-000000
<< Less 2 presspmiorel ®o0x00  O0sFF End Addr. : [0:006C1F
Src: [2018/7/12 16:07:10]
[] ReConnect Blank
Multi Flashes HDCP Key |[HDCP...
Block Run Flow

C onne Ct = d Erase Device Program

Device not selected pet All Chip Verify

Prograrn File Ready Il N 5 3

detected: UNKNOWNED @ File Area E il S

Old-style Chip ID: OxFFFFFFFF T

1008 23h; 0400 > 0x01 Elaselica o2

100FEBh: 0x00 -> 0x00 (?) First | 512

Hot Key =
[] Disable hot key

Flash_2 Flash_3

Connect Status: Success

& 9

-8-

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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Step 3: MH#EFeR U I i “Connect”

SigmaStar T E/f& i

Checksum : 0xA34D
“

<< Less

Sro: [2018/712 16:07:10]

Unused Bytes:
(®) 0x00 ) 0xFF

[JReConnect
Multi Flashes
Block Run Flow

Connected

Device nat selected yet.
Pragram File Aeady 1!
detected: UNENOWHNED

Erase Device

All Chip
(@) File Area

Old-style Chip ID: 0:FFFFFFFF
100B:23h: 0200 -> 0x01
100FEEh: 000 - 0x00 7]
000E13k: 0208 - 0=00
Device Type iz Mx25L12845E

WP Pin & CS Pin: Default
Elapsed Time:

Erase Area
First 512

Partial Erase
3.
[ O Base shitt at  [0z000000 ||
[C] Chip Reset After Finizh
SpiFlazh_x
Flash_0

Setup

Flash_1

12C: (92, B2), USB 402KHz 00000000034F

Flash_2

% Mstar ISP Utility ¥5.0.3.23091b (beta, XTX/Paragon) --- [Device Type is MX25L12845E] — O x
. . Z.press connect
o os 4 s N =4 Q
eMMC MAND SPI Durnp Eraze 5Pl Tool  Device Config Moare = Connect || Dis Con
1.select-image file.
L”' Image il |U:\workspaces\alkid_release_i5\alkid_i5\pr0iect\image\output\images\l FL.bin | w |
Checksum - 0xA94D IS 1AL SETS
ﬂ Run Unused Bytes: Start Addr. - | 0000000
<< Less @000 O 0xFF End Addr. : [0+008CTF
S [2018/7A1216:07:10]
[]ReConnect Blank
Multi Flashes HDCP Key |[HDCP ..
Block Run Flow
CoanCted [~] Erase Device [ Program
Device not selected pet. All Chip Yerfy
Program File Ready ! ) "
detected: UMKNOWNED @ File Area Exit ISP
Old-style Chip ID: OxFFFFFFFF Type:
100823 000 + 0x01 Erase Area e
100FEGh: 0x00 -> 000 [?) First | 512
O00E1 3k 0x08 - 0x00 -
Device Type is MX25L1 2545F Partial Erase [SESSHD
[] Base shift at Hat Key ~
[] Chip Reset After Finish [ Disable hat key
SpiFlash_x
Flazh_0O Flazh_1 Flazh_2 Flazh_3
WP Pin & CS Pin: Default
Elapsed Time: 12C: (92, B2), USE 402KHz 00000000034F Connect Status: Success
10
. > - « s » « ”
Step 4:1% image “IPL.bin” , A7 “Run” ;
B MStar ISP Utility V5.0.3.23091b (beta, XTX/Paragon) --- [Device Type is MX25L12845E] — O g
- F'.' %ﬂ = e | % !g @ ﬁ
eMMC MAMD SPI Dump Eraze SP| Tool  Device Config Mare > || Connect | Dis Con
1
| = Image |IU:\workSpaces\alkid_release_iS\alkid_i5\pr0iec:t\image\output\images\lF'L.bin | ~ |
Hex files File Status

Start Addr. : | 0000000
End Addr. : |0<006CTF

Blank

HDCP Key [HDCP..

Program
Verify
Exit ISP

Hat Key
[ Disable hat key

Flash_3

Connect Status: Success

-9

& 11

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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Step 5: W% image “IPL CUST.bin” , W HE “Base shift” at 0x10000.
VE AT REREE BAS ARk, Base shift HIHbhlEDLZRKE 2-1 BidE JoE.
8 MStar ISP Utility ¥5.0.3.22091b (beta, XTX/Paragaon) - O »

& B & E ., & 2= 2

? =T
ehdbC HAND SP Dump Eraze 5Pl Tool Device Config Connect  Dig Con

1. load image

r

()

Mare »>

| = Image |IU:\workspaces\alkid_leIease_iE\aIkid_i5\proiect\image\output\images\lF'L_CUST.bin|

Checksum - 0x8B4C Hesx files File Status
g Run 4. Unused Byles: Start Addr. ; (0000000
<< Less @ 0x00 O oxFF End Addr. - |0:0074EE

Sres [2018/7412 16:07:10]

> |

[IReConnect Blank
Multi Flashes HDCF Key | HDCF ..
Block Run Flow
P a 5 5 2.| [ Erase Device | Program
Erage Message E}rlasing File Area Exlls b
E::z: Eﬂzssage : Erasing at 0x000000 B Type:
Program Message : Programming at 0x000000 First | 512
ot e Vet G000
Verify OF. 3. setaddr offset
Block Fun Flow Done.
End tirme: 17:30:18 0x010000 | Hat key "
Program File Ready ! LI Chip Reset After Finish [ Digable hat key
SpiFlazh_x

Flagh_0 Flash_1 Flash_2 Flash_3

WP Pin & CS Pin: Default
Elapsed Time: 12C: (92, B2), USB 402KHz 00000000034F Flash Status: 00

12
Step 6: HN#L image “MXP_SF.bin” , % & “Base shift” at 0x20000.

Step 7: W%k image “u-boot.xz.img.bin” , KE “Base shift” at 0x30000.
Step 9:H AR FHIAT

Security Level: Open -10 - 11/13/2019
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2.1.1.4. SPI-NAND FLASH %=/ 5%
A TN, 53 uboot BAHIA SELET uboot FHH KA -
sk SPINAND [ 77761 SPINOR — 4, W g Huhit DL SCHFEA Z2 59, AN RIS B e e il bk m] BEAS— 4,

s LG W A AR
Name Erase Device offset Path
GCIS.bin All Chip 0x00000 project/12m/image
IPL.bin File Area 0x140000 project/12m/image
IPL_CUST.bin File Area 0x200000 project/12m/image
u-boot_spinand.xz.img.bin File Area 0x2C0000 | project/I2m/image

* 2-2
Step 1:f#H] debug tool EHEAMRF, RMH M%&uy, ¥ L.
Step 2:477F Flash Tool T H, W FKE 13 7w

. Sigmastar Flash Tool V5.0.14 — O >
® K & [ ., &% == = & =
ehd b C MHaMD SP| Ciump Eraze 5Pl Tool Device Canfig bore »» Connect iz Con
semiconducios

Thiz computer program iz protected by copyright law and international treaties. Unauthorized duplication or

diztribution of this program, or any portion af it, may result in severe civil or criminal penalties, and will be

prozecuted to the maximum extent pozsible under the law.
WP Pin & CS Pin:
Elapsed Time: 12C: (92, B2), USE 402KH=z

& 13

Security Level: Open -11- 11/13/2019
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Step 3:i%#% SPI ##4H, H¥n FNE 14 Fim

B Sigmastar Flash Tool V5.0.14 — O X
gl Elle = ., & mm & | @
ehdhdC MAMD SPI Durmp Eraze 5Pl Tool Dewvice  Config Moare > Connect  Dis Con
& Image | v]
Hex files File Status

Checksum :
g Run Unuzed Bytes: Start Addr. - I:I
<< Less @000 O 0xFF EndAddr: | |

Source File:

[ ReConnect Blank
Multi Flashes HDCP Key |HDCP ..
Block Run Flow Key 0
Erase Device Program
All Chip et
(@ File Area Exit ISP

Erase Area Type: |SPINOR -

First [512 | KBytes

Partial Erase Setup

[IBase shift at  |0x000000 Hat Key ~

[] Chip Reset After Finizh [ Disable hat key

SpiFlash_¥
Flash_0 Flazh 1 Flash_2 Flash_3

WP Pin & C5 Pin: Default
Elapsed Time: 12C: (92, B2), USB 402KHz

14
Step 4:7F Type %4H, %+ SPINAND, %% Connect #%4H, HELW N 15 F4f, IF & EHE .

Security Level: Open -12 - 11/13/2019
Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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| {8 Sigmastar Flash Tool — ] b4
B F s 2 ., % wm &
ehdbdC HARD SP Ciump Eraze 5Pl Tool Device Config tore »» Connect || Dis Con
(& Image | v

Hex files File Status

o Checksum :
) B Unused Bytes: Start Addr. : l:l
<< Less @ 0x00 O 0xFF End Addr. : |:|

Source File:
ReConnect Blank.
Multi Flashes HDCP Key | HDCP ..
; Key #:0
Dialog s
- Program
Verily |
Program File Not Ready 1! Ezxit ISP |
I Type: [SPINAND -
Bytes
BE Setup
|| Basze shift at 0x000000 Hat Key w
[] Chip Reset After Finish [ Dizable hot key
SpiFlash_¥
Flagh_0 Flagh_1 Flagh_2 Flagh_3

WP Pin & CS Pin: Default

Elapsed Time: 12C: (92, B2), USB 402KHz Status: Connecting.... |
15
N N — = — N
Step 5:EEFEZRLIIN, HILANTE 16 S, SEoRXN) Flash 85, FORERRI).
i Sigmastar Flash Tool V5.0.14 --- [flash MX35LF1GE4AB [128M] (C2-12)] | - m| X
B K| & = o, & == o | -
ebfhdC MAMND SPI Dump Eraze 5Pl Tool Device Config dore > Connect | Dis Con
& Image | v
Checksum - Hex files File Status
ﬂ Run Unused Bytes: Start Addr. - l:l
<< Less @® 0x00 O 0xFF End Addr. : l:l
Source File:
ReConnect Blank
Multi Flashes HDCP Key |HDCP ...
Block Run Flow ey #:0
ConnECtEd [ Erase Device [ Program
detected: UMKMOWM(FO) () All Chip [ Verify
SNIVERSION:(1.06) @ File Area 3] (Em 0P
flash Mx35LF1GE4AE [128M] (C2-12) Erase Area Type:

First |512 | KBytes

Partial Erase Setup

[JBase shift at 0000000 Hot Key ~

[ Chip Reset After Finish [ Dizable hat key

SpiFlash_x
Flazh 0 Flazh_1 Flash_2 Flash_3

WP Pin 8 CS Pin: Default  Program buffer is empty. If there is WP table, please read file first.
Elapsed Time: 12C; (92, B2), USE 402KHz 000000000971 Connect Status: Success

& 16

Security Level: Open -13- 11/13/2019
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Step 6:/0#K image “ GCIS.bin” , Ad7 “Run” ;

> boot v B #FE "boot”

fastboot

[ ] IPL.CPUFREQ1200.DDR2133.bin

[ IPL_CUST.bin 20
[ 1P bin 20
| ] u-beot_spinand.xzimg.bin 20191
v <
<] sinary e (i) -
FT7(0) |+ i

19/11/1

19/10/

/4

SigmaStar T Eff 35

Partial Erase | Setun

B Sigmastar Flash Teo 4 - [flash MX35| - [} =
% B & E . L | O 2 =
etMC NAND SPI Dump Erase  5PITool Device  Config More > Cornect | Dis Con
|E”'y Image |IG:\bea\ wun201910244spinand_128M_10242600_image'bootGLCIS bin I ~ ‘
Checksum - 0xCACC Hex files File Status
| £ Run Unused Bytes: Start Addr. : |0x000000
| cless @000 O0FF End Addr. : |0M007FF
Sre: [2019/10424 15:42:56]
ReConnect Blank
Multi Flashes HDCP Key [HDCP..
9 Block Run Flow Fey 0
COI'II'IECtEd [ Erase Device Program
detected: INKMOWNIFO] All Chi [ Verify
Did-style Chip I0: DsFFFFFFFF Q el I
SMIVERSION:[1.0.E] ®) File Area
flash M:35LF1GE44E [128M] (C2-12) o m SPINAND  ~ I
Program File Ready !l 3
First (512 | KBytes

Base shift at
[] Chip Reset After Finish

SpiFlaszh_x
Flash 0

Flash_1

0000000

Hat Key ~

[] Disable hat key

Flash_2 Flash_2

WP Pin & CS Pin: Default

Elapsed Time: 12C: (92, B2), USB 402KH=z 000000000971

Connect Status: Success

Step 7: JN# image

& 17

“IPL. bin” , & “Base shift” at 0x140000,

VE: TTREBEE PR AR (L, Base shift HIHbhELAFAS 2-2 BdE Nk,

X | sigmastar Flash Tool 4 — [m} >
» boot v | O #E"boot" »r -.- p: % = A & =1 @
ebdhdC Ak SRl Dump Eraze  SPl Tool Device Config Mare > Connect  Dis Con
A s - |ﬁ: T MG-\heal w201 91024 spinand_128M_10244600_imageSbootPL bin || v|
b Checksum - 0xCB75 Tex tles File Status
astboot I:p Run Unused Bytes: Start Addr. ; |0x000000
| GCIskbin 2015/10/2 [ 4 Loss ®0:00 O O0«FF End Addr_ - [0:00430F
2019/11/4
CPUFREQ1200.DDR2133.bin 2019/10/3 Src: (201941146 17:22:06) N —
D IPL_CUST.bin 2019/11 Multi Flashes HDCP Key |HDCP..
[ 1PLX.bin 2019 Block Run Flow Key #:0
[ u-boot_spinand.xz.img.bin 2019/ Pa SS Erase Device Program
Start ime; 16:48:58 ) All Chip Verify
Program File Feady 1! ) 1 Exil
Eraze Message : Erasing ... (@ File Area Exit]]Six
Erase OK. . Erase Area SPINAND
Frogram kMeszage : Programming ... X
Werify Message : Verifying ... First |512 | KBytes
Werify OK. -
End time. 16:48:58 Partial Erase Setup
[Impartant] Send the 0x31 & 0x01 command to change
status as Ox00. Base shift at |UH1 40000 |I Hot Key ~
Unblock Finished!
Program File Feady 1! [] Chip Reset After Finish [] Disable hot key
SpiFlazh_x
v < > Flash_0 Flash_1 Flash_2 Flash_3
~| |Binary File (*.bin) w
H1F(0) |v i WP Pin & CS Pin: Default
Elapsed Time: 12C: (92, B2), USB 402KHz 000000000971 Flash Status: 00
& 18
Security Level: Open -14 - 11/13/2019
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Step 6: %K image “IPL CUST.bin” , # & “Base shift” at 0x200000.

X | Sigmastar Flash Tool — O X
> boot v O EE"boot" 2 m -.- p‘: % = aH & P=i—] @ @
ehibdC Ak D SRl Curnp Eraze  SPlTool Device Config Mare > Connect  Diz Con
= -
A s - | Image ||| 5:\beal w201 31024\ spinand_128M_10244600_imagehbootPL_CUST.bin | |
. Checksum - 0xCATA Tex tles File Status
astboot p Run Unused Bytes: Start Addr. : |0x000000
[ GCis.bin éllgss ®0:00 O 0xFF End Addr. : |0<0044EF
[7 1PLbin
[} IPL.CPUFREQ1200.DDR2133.bin p S (OIS 7220 ReConnect Blank
| | IPLCUST.bin | Multi Flashes HDCP Key [HDCF...
|| IPLX.bin 2018/10/4 Block Run Flow Key #:0
D u-boot_spinand.xz.img.bin 2018/10/4 Pass Erase Device Program
Start time: 16:49:49 O All Chip Verify
Program File Ready ! ) :
Eraze Meszage : Erasing ... @ File Area =
Erase OK. ) Eraze Area ype: [SPINAND -
Program Message : Programming ... R
Werify Message : Verifying ... Fist |512 | KBytes
Werify OK. -
End time: 16:43:51 Partial Erase Setup
[Important] Send the 0x31 & 0«01 command to change
status as 0<00. Base shift at | 0:200000 Hat Key ~
Unblock Finished! |—|
Program File Ready ! |_| Chip Reset After Finish [] Disable hot key
SpiFlash_x
v < > Flash_0 Flazh_1 Flash_2 Flash_3
T.bin ~| | Binary File (*bin) w
1IFF(0) |v B WP Pin & CS Pin: Default
Elapsed Time: 12C: (92, B2), USB 402KHz 000000000971 Flash Status: 00
& 19
Security Level: Open -15- 11/13/2019

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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Step 7: W%k image

“u-boot spinand. xz. img. bin”

» boot v O | #EEboot"

Bz -
N ER

fastboot
[7 Gois.bin
[7 1PLbin
[} IPLCPUFREQ1200.DDR2133.bin
[ IPL_CUST.bin
[ 7 IPLX.bin

I | 7 u-boot_spinandazimg.bin I

LU 4

t_spinand.xz.img.binjied

Binary File (*.bin)

Step 9: HJFHT-RIT]

Security Level: Open

SigmaStar T Eff 35

, WHE “Base shift” at 0x2c0000,

*

)
o @

B Sigmastar Flash Tool V5.0.14 — O X
R B F": ’bﬂ = | & =] (] '@
ehibdC MAMD SRl Durnp Eiaze  SPlTool Device Conlig Mare > Connect  Diz Con

EMEEE

2019/11/4
2019/10/4
2019/11/4
201971074
2019/11/4
2019/10/4
2019/10/4

| Image ||| 5:\bealwut 201910244 spinand_1284_10244600_image\booturboot_spinandxzimg bin |

> ‘

Checksum - 0x9CB6 Tex files File Status
I:g Run Unused Bytes: Start Addr. : | 0=000000
| ccless ®0:00  O0sFF End Addr. : 04036007
Sre: [2019410/24 15:43:58)
ReConnect Blank
Multi Flashes HDCP Key |HDCP...
Block Run Flow Key #:0
Pass Erase Device Program
Start time: 16:50:35 ) All Chip Yerify
Frogram File Ready !l ) :
Erase Message : Erasing ... @) File Area Exit ISP
Erase OK. ) Eraze Area Type: [SPINAND -~
Program Meszane - Pragramming
Werify Message : Verifying ... First |512 | KBytes
Werify OK. -
End tine: 16:50:37 Partial Erase ISR
[Important] Send the 0x31 & 0201 command to change |
statuz as 0x00. Base shift at 0=2C0000 Hat Key ~

Unblock Finighed!
Program File Ready 1!

[] Chip Reset After Finish

[ Disable hot key

SpiFlash_x

Flazh_0 Flazh_1 Flash_2 Flash_3

WP Pin & CS Pin: Default

Elapsed Time:

& 20

-16 -

12C: (92, B2), USE 402KHz 000000000971

Flash Status: 00

11/13/2019

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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2.1.1.5. Image $ER7 %
TEA#FH Flash tool T EEESE5E uboot J&, A =Fikn] LB R8s F, wrbldst USB. SD . M
BT RES . AR SCRFANE IR, X B E S A HN R, 2 H AT & s 0
HIest 7. 5T USB. SD RBesitgl i, ¥ SigmaStar W AF TR,
ffi 28 e, T EfEss PC WL CHebL. FFRI, MmO

Spe

g

PC  &—Mzk— bl —W&— TTRIR

e WORMNEOEREIER, WEIT AR TP bEMAR S & 1P Hilik, SR/5RAFI AL &

In: serial
Qut: serial
Err: serial

Net: MAC Address 00:30:1B:BA:02:DB

— 1atinn -
IL'Tnk status speed:100 Full-duplex:1|@42iEEFE
“Emac

warning: sstar_emac using MAC address from net device

sigmastar #Isetenv ipaddr 1?2.19.24.5|Hﬁ1ﬁlptJdIth

Sigmastar # setenv serverip S10. 24 . 145 [FE5221Piiiht
sigmastar # saveenv

saving Environment to NAND...

SPINAND: MDrv_SPINAND_GetPartOffset: UBOOT_PBA==0 and no PNI
SPINAND: MDrv_SPINAND_GetPartOffset: use offset 1E0000
Erasing NAND...

Erasing at Ox1e0000 -- 100% complete.

Writing to NAND... OK|piihHEERh
Sigmastar # i

o

: 0

SigmaStar T Eff 35

00

B 21
A e g > / o —
HoP fEH] TRTP AR E Image HIBERERAE, IORIRS S TP HUhEACE 1EAG, W REl 22 fox, Ry
Serverip & 172. 19. 24. 149.
@ Thod32 by Ph Jounin _ o | B e X serial-comé - SecureCRT - ul X
File Edit View Options Transfer Script Tools Window Help
Current Directory IC U sershkenuin sutDesktop ;I Browse EE“_- ﬁ gg g Enter host <Alt+R> By E]i oy % % & @ % ’ =
Server inlerfaceﬂwz.w 24,143 ] showDi | == &
Titp Server |Tftp Client | DHCP server | Syslog server | DNS server | 4| ¢ serial-coma % l - TR o
pesr | iile [ starttime | progress | v bealwu (ol ethact=sstar_emac (o)
> || 20190210 ° =00:30:1hoha: 02: db
ipaddr=172.19.24.5
4 20191024 = =
spinand_64M_800x480_image mtdparts=mtdparts=nand0: 0xC0000@0x140000(NPT),

spinand_64M_1024x600_image _(UBI) .
spinand 128M_800x480 image
spinand_128M_1024x600_image

v v

err=seria

Serveripel7?.10.24.149
s

> boot stdin=serial
< > scripts stdout=serial
’ harvey & Envirenment size: 270/131068 bytes
About Settings I Help < > Sigmastar #
& 22
Security Level: Open -17 -

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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B MmN “estar” e, EDﬂIEﬁ!*?J(}E%O
e e === e || I serial-comd - SecureCRT — ] >
% Tftpd32 by Ph. Jounin — O =
| File Edit View Options Transfer Script Tools Window Help
% customer.ubifs to 172.19.24.5 > _28M_L| Browse | Ta= 2] ¥ Enter host <Alt+R> C @ 44 % =& &= % ’ @ @ B
o 2 22FEEEE ~] _shewDit ||| serial-coms x | @17219.30.181 4
2404534 Bytes zent 1202292 Bytes/sec:
1) ver | NS server | 4| v 125 ng sstar_emac device -
ime | progress TFTP from server 172.19.24.149; our IP address is 1
172.18.24.5:1455 <customerubifss  16:2413 9% d|72.19.24.5
172.19.24 5:3347 sonipteyoustom . TR:24:11 100% Filename 'customer.ubifs’.
172192453718 mwizervice.ubifes  16:24:06 100% i BflLoad address: 0x21000000
Loading: #########H##F#F7SFRFRFRFRRARBRRHRBRBHRBRERES
Fifidiaidiais diaiaiisiaiediniiaindisiaisd
#A##EFR R AR RSB AR R AR RRR R R AR
Eifidiaiaiai diaiaiaisiaieainiiaitaisiaisd
Hi# R R R R R R R R R R
|| #H SR R AR R R R
g > o Hi# R R R R R R R R R R
K i i
oot | S | ] prpppippppiiesiil v
} | u_';-_ﬁ.: Default = & git & git update & isp tool &I mstv tool
% » . : Ready Serial: COM4, 115200 14, 26 14 Rows, 51 Cols  VT100
23
-18 - 11/13/2019

Security Level: Open

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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2.1.1.6. Z01T#EfR Flash

A flash AR, 248 H Flash tool #fF T HEERR. 1 FEIFR, EHFIEHR Flash 287, R/5
%#E “All Chip” , Jf4a%E —A GCIS.bin 3CfF, riddi “Run” %41, RIWJ#ER Flash.

2. Sigmastar Flash Tool V5.0.14 --- [flash MX35LF1GE4AB [128M] (C2-12)] - O >

-.- F'.' % F 2 2 = S '@ ﬁ

eMMC  MAND 5P| Dump  Erase  SPITool Device  Config

1

bore > Connect | Dig Caon
= Image | |G:\beal wu\201910244spinand_128k_1024x600_image*boatyGCIS. bin i |
Checksum - DxC4ACC Hex files File Status
71 Run i

Unuszed Bytes: Start Addr. - |0=000000
<< Less @0x00 O 0xFF End Addr. - |0+0007FF

Sz [2019410/24 15:43:58]

ReConnect Blank

Multi Flazhes HDCP Key |HDCP ...

Block Bun Flow Ky #:0
ConnECtEd Erase Device Program
Program File Ready !l @ All Chip Yerify
detected: UNENOWH(FD] . Exit ISP
Qld-ztyle Chip 1D: 0<FFFFFFFF (_J File Area
SHIVERSIOM:[1.0.E] Tvpe: |SPINAND -
Hash M335LF1GE4AE [128M] [C2-12) B (I |

First {512 | KEBytes

Partial Eraze Setup

Base shift at (=<000000 Hat Key v

[] Dizable hat key

SpiFlazh_x
Flazh_00 Flazh_1 Flazh_2 Flazh_3

WP Pin & CS Pin: Default
Elapsed Time: 12C: (92, B2), USE 402KHz 000000000971 Connect Status: Success

& 24

Security Level: Open -19 - 11/13/2019

Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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2.2. Sstar Flash Tool %54t iR
2.2.1.1. WFEZEIR

ff A E T E Debug tool MLCFiERE, F5EVER P ORFELINF, SigmaStar 5 HRH 0 Pin /&
PM UART RX/PM UART TX, #[IJJF 2 NC GND RX TX, JEE Debug Tool PCBA Z2Efy4, BikR RX

B2 RX, TX #: TX, GND $% GND,
2.2.1.2. BOTESEZER

7P ATIE ] debug tool EAF TR, ii{E HEIEA S O TR, Wk 25, SigmaStar &7k
F N ERA 12C ThfE, FERER VTN Ar A asity, R 12C Thfg, H A& 3T B TR 3 thhfe,
PRIE R S L 1 SRR R TR

& 25

2.2.1.3. Flash £ #E#IR

fE SPInand Bl fad, RAH RN N A Flash 287, Lhhnkest SPINAND, i&F%MIZ SPINOR. #nF
KRN, BRI Flash 285, S EIR connected, {H &% ERZRI.

Security Level: Open -20 - 11/13/2019
Copyright © 2019 SigmaStar Technology Corp. All rights reserved.
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B Sigmastar Flash Tool V5.0.14 [Mo SPI Device Detected)]

— O x
¥ N % S s, % W= @ Z | =
ethC HAND SPI Dump Eraze  SPlTool Device Canfig Mare >> Caonrnect | Dis Con
Checksum - Hex files File Status
Unused Bytes: Start Addr. - I:I
<< Less @ 0x00 O 0xFF End Addr. : I:I
Source File:
ReConnect Blank
Multi Flashes HDCP Key |HDCF...
Block Bun Flow Keyp #:0
Connected, but no SPI fl3 h.found 1 Program
detected: UMKMOWN([FFFF] All Chi Verify
Did-shyle Chip ID: O+FFFFFFFF B i
Can't Find the Device Type |l (® File Area ;
detected: IMFINITZ(ET] Type: |(SPINOR -
Did-style Chip ID: D«FFFEFFFF Erase Area i
Can't Find the Device Type ! Fist |312 | KBytes

Partial Eraze

[]Base shift at 0000000 Hat Eey ~
] Chip Reset After Finizh ] Disable hat key
SpiFlazh_x
Flash_0 Flash_1 Flash_2 Flazh_3

Setup F |a Sh %@iﬁ?&%gi%

WP Pin & CS Pin: Default
Elapsed Time:

Program buffer is empty. If there is WP table, please read file first.
12C: (92, B2), USB 402KHz 000000000106

Connect Status: Success

2.2.1.4. Flash tool X #£#ks%

& 26

IEWIESE T Flash 88, W NEPR, (HEKRIKAT] SPINAND 45, AT RE2 s 30t

SPINANDINFO. sni, B35 7 SPINAND | %K. 1D &5

Security Level: Open

SR

-21 -

11/13/2019
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. Sigmastar Flash Tool V5.0.14 [No SPI Dev — O hd
'.' F;‘: *ﬂ = o | * =T ﬁ
ehhC MAMND 5P Dump Eraze  SPl Tool Device Canfig tare »> Cotnect | Diz Con
& Image | V]
B Checksum - Hex files File Status
Huan Unuszed Bytes: Start Addr. : I:l
Source File:
ReConnect Blank
Multi Flazhes HDCF Key | HDCP ..
Block Run Flow Fey #:0
Connected, but no SPI f Ge...c bevice & Program
detected, UNKNOWHN[FFFF] All Chi VYerify
Olekstyle Chip 1D: OWFFFFFFFF OAll Chip ] Exit ISP
“an't find SPINAMDINFO. gnie* ® File Area
SHIWVERSION:[0.0.0] Tvpe: |SPINAND -
Device Type is [SPINAND] Unknown flash [C2-14) Erase Area yoe: [SPINAND |
Can't Find the Device Type 1! First |512 | KBytes
detected: INFINITY2(ET] Partial Erase SBtUDE . =
oD i ZEFlashE S
I “an't find SPINAMDINFO. gnie* ‘.% E
SHIWVERSION:[0.0.0] []Base shift at -UHDUDD -]
= flash [C2-32) HE RS SPINAND
Can't Find the Device Type Il ] Chip Reset After Finish [] Disable hat key
£ SPINANDINFO.sni S oilach
Flash_0 Flash_1 Flash_2 Flazh_3
WP Pin 8 CS Pin: Default  Program buffer is empty. If there is WP table, please read file first.
Elapsed Time: 12C: (92, B2), USB 402KHz 000000000971 Connect Status: Success

2.2.1.5. BORGHARXH

& 27

TEFTJT Flash tool BAFMIRHE, HLAN R A T &b iR -5 A % A, %ﬁm%hmdﬁ%Tﬂmmh

0 % Tk Sigmastar Flash Tool V5.0.14 [No SPI Device Detected] [m] x
L o Gant Teos Wiees BED »,  FE % 2 . % M o =
Alt+R> e lE =S m e @ eMMC  NAND | SPl | Duvp  Erase  SPITool Device Config More > 7 || Connect | Dis Con
22 £ E
] @172.19.30.181 [" serial-com4 XI U] 2 Image | [5\besl mia01510245spinand_128M_10244600_imagetboot\GCIS bin -
" |FB_AllocHwSurface 1303 ~ E Hex files File Status
g FB_Aq:IIOCHWSur'Face %%gg Py Chockeum: hCACC Unused Bytes: Start Addr. -
FB_A HWS|
FB_AllocHwsurface 1286 ) “<Less CL el End Addr. :
FB_AlTocHwsurface 13035 XH s JTE0EL Src. [2019/10/24 15.43:58] AeConmant Bk
eL.onnecl lani
j i Flash tool &4 ESPINAND Multi Flashes HDCF Key [HDCP...
# Block Run Flow Key #:0
5# € PEIIEE FE A~ 1IEETB ! L ! | £38 | 13H) 1By Connected, but no SPI f g perice & Program
BE*E 42| | A IB#0xIB B B DECAEE0PT/ |@AAA???Q7 S IBHE O | [FrogemFisfieady ! a1 Chip Eveity
B B BAIA B@ i |BB¥RiE |BESAYX] EBZCiH |BBERIE |BIEBBIRIAS] detected: UNKNOWH(FF) Ny 4it ISP
RYE) JOGHT Shd " 25 jREESE gmyg% grﬂpr|D1 ngFFFFFFFF @ File Area
IEBERTAI I BB JE 7EEBBIRIM |BBIR Devu:eTypels[[SPlN]AND]Unknownllash[FF-EU-EB] Erase Area o
1EB#RiE | BBSRIE |BE FEBETIE |BBIR HESS i #E BEEES & Cart Find the Device Type 1 First 512 | KBytes
B I EEEEAIM A HEREE £ 0EHEZEX & Jﬁﬁgﬁ Partial Erase | Setin
3 C
Be EEE:/EMMBEFERE.E  BRY Dtil BIIERITEBRL  #SE6F BCEmdmen ey 5
HefMirhiz 5% Bﬁ}jg 5 nampALsl pemel Ao BHESH Dsl::iphﬂ:selAftel Firish [ Disable hot key
4 093 . piFlash
iz: ﬁﬁf% ;%%ﬁ ﬁ%ﬁ%%@%ﬁ} HBay &l & &t Flash 0 () Flash_1 (O Flash 2 (O Flash.3
B B T b
& 28
Security Level: Open -22- 11/13/2019
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